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Fentanyl is a powerful analgesic
and fully synthetic opioid. Its
main application is in pain

management for cancer patients and
people recovering from major surgery.
Paul Janssen, a Belgian pharmacologist
focussing his early laboratory research
on antispasmodics, anaesthetics and
other pain relief medication, initially
synthesised fentanyl in 1959. It was
derived from structure-activity
relationship studies of pethidine, a
member of the phenylpiperidine class of
fully synthetic opioids. German
researchers had first prepared pethidine
(aka meperidine or Demerol) as an anti-
cholinergic agent, 30 years earlier, but
soon discovered its analgesic properties
and proposed it as an alternative to
morphine to circumvent the opiate’s
many adverse effects, including
chemical dependency.1 Pethidine had
about one eighth of morphine’s
potency; fentanyl’s is more than a
hundredfold. Janssen and his team at
Janssen Pharmaceutica synthesised
carfentanyl in 1974 and introduced it as
a veterinary tranquilliser. The fentanyl
analog is 10,000 times more potent
than morphine.2

In April 2019, the Canadian Journal
of Anesthesia published an editorial
naming carfentanyl a weapon of mass
destruction. The author, Steven Shafer,
calculated that its lethality far outstrips
that of a 250kt thermonuclear bomb:
about 10,000 people per kilogram of
bomb mass versus 20m lethal doses for
one kilogram of carfentanyl.3 He was

not arguing that some country had
turned carfentanyl into a pernicious
chemical weapon (CW), but referring to
the rapid spread of fentanyl and its
analogs as narcotics and the
exponential rise in fatalities from their
abuse, especially since 2015. 

Nonetheless, fentanyl is already
being weaponised as an incapacitant
chemical agent (ICA), presently termed
a central nervous system (CNS)-acting
agent. During the storming of the
Dubrovka Theatre in Moscow, in which
Chechen terrorists held more than 900
hostages, Russian special forces
pumped carfentanyl and a second
analog, remifentanyl, into the building,
causing the deaths of 132 hostages. 

In recent months, two US institutes
published papers accusing Iran of
running a fentanyl based CW armament
programme. Israel denounced Iran’s
fentanyl programme as a violation of
the Chemical Weapons Convention
(CWC) at the 29th Conference of the
States Parties (CSP) held during the
last week of November 2024.

US concerns, Iranian PBAs 
In its annual reports on compliance
with the CWC, the US state department
has questioned Iran’s full disclosure of
past CW production and production
facilities, transfers to other countries,
and certain types of research and
development in its declarations to the
Organisation for the Prohibition of
Chemical Weapons (OPCW). The latter
included ‘activity involving highly

potent pharmaceutical compounds’ in
the 2015 report.4 The phrasing changed
in 2020 when the US expressed
concerns that ‘that Iran is pursuing
pharmaceutical based agents (PBAs) for
offensive purposes’.5

The 2022 report was more detailed
with several subsections for the
concerns about Iran’s compliance with
the CWC. The one titled Work on PBAs
and Toxins included the following:

“Since 2005, some of Iran’s military
controlled facilities, Imam Hossein
University (IHU) and Malek Ashtar
University of Technology, have
researched chemicals that have a wide
range of sedation, dissociation, and
amnestic incapacitating effects.
Published Iranian papers cited the
potential weapons applications of the
PBAs; one specifically referenced the
use of fentanyl during the 2002
Dubrovka theatre hostage crisis. In
2014, IHU’s chemistry department
sought kilogram quantities of
medetomidine - a sedative it has
researched as an incapacitant - from
Chinese exporters.  The chemistry
department has little history of
veterinary or even medical research,
and the quantities sought (over 10,000
effective doses) were inconsistent with
the reported end use of research.6”

The 2023 CWC compliance report
repeated the paragraph and it was
referred to again in 2024. The latter
also contains some further detail
about possible weaponisation 
of medetomidine:

Dr Jean Pascal Zanders, founder of The Trench, 
on the the weaponisation of fentanyl
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“Most recently on 23 September
2023, an X (formerly Twitter) account
representing Lab Dookhtegan - whose
members claim to be a hacker
organisation and not Iranian state
sponsored cyber actors - posted
confidential documents detailing an
Iranian military university’s
development of grenades meant to
disseminate medetomidine, an
anesthetic that is a CNS-acting
chemical. According to the documents,
this development included information
on the production and testing of
prototype weapons.7”

It should be noted that the above
sections express concern about certain
types of activity in Iran that may
amount to potential CWC violations.
They include matters that the US has
been seeking to clarify in line with the
convention (eg Article IX, 1), but Iran
appears unwilling to address them. The

reports assert a specific threat against
another state or group of people.
Equally relevant is that the most recent
US reports address these concerns in a
subsection different from that on riot
control agents (RCAs).

Adding context to concerns
A 2014 study by the British academics
Michael Crowley and Malcolm Dando
titled Contemporary Dual-use
Chemical and Life Science Research
Potentially Applicable to Incapacitating
Chemical Agent Weapons, provides
much more detail and context to
assertions in the US CWC compliance
reports.8 In correspondence on the
research activities, one of the authors
received a reply from Dr Farajvand,
then secretary of the Iranian CWC
national authority, enunciating the
country’s position concerning riot
control agents and incapacitants.

He wrote: “The Islamic Republic of
Iran strongly believes that deploying
and using any kind of chemical
substances, RCA or ICA, as [a] matter of
warfare is against the letter and spirit of
the CWC. We also support any effort in
the OPCW to clarify the issue and to list
them in the toxic chemical schedules.”

And added: “Iranian law
enforcement [personnel] do not have or
use these [chemical] agents … We
believe that any use of these chemicals
in any conflict falls under the definition
of the CWC that prohibit[s] the use of
any chemicals, including RCAs and
ICAs, as a matter of warfare. To prohibit
ICAs for law enforcement we move in
line with the wish of the states parties
to the CWC. The outcome of
discussions in The Hague with regards
to prohibition of ICAs will receive a
positive response from our side.”

Crowley and Dando concluded the
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section on Iran by noting that a formal
statement clarifying the country’s
position to the OPCW would be
beneficial, more so as several of the
institutes they discussed have clear
links to the military.

At the 96th meeting of the OPCW
executive council in March 2021, Iran
opposed a draft decision aiming at
limiting the use of aerosolised CNS-
acting chemicals for law enforcement
purposes by arguing:

“It should be emphasised that the
proposed draft decision would seriously
undermine the rights of states parties
under the provisions of the convention
including in particular on activities not
prohibited under the convention. Such
an arbitrary and unjustified action to
rewrite the convention by drastically
changing the scope of this fundamental
instrument would not only jeopardise
the integrity as well as the effectiveness
of the CWC, but it would have a domino
effect on the activities of the [policy-
making organs] of OPCW and
negatively affect debates around the
future of the OPCW.9”

The delegate went on to list 14
arguments against the proposed
decision, which was nonetheless
adopted by vote.

From concerns to threats
Halfway through its statement to the
29th session of the CSP on 27
November 2024, Israel, a signatory
state still to ratify the CWC, accused
Iran of ‘weaponising a PBA for
military purposes as part of a CW
programme’. That process included
research and development, production
and the development of grenades and
other dispersal technologies. It
identified the agent as fentanyl and
alleged that Iran was exploiting
loopholes in the convention.10

Iran categorically rejected the
‘fabricated and absurd accusations
made by the Israeli regime’. After
claiming to be the main victim of CW
and accusing the non-state party of
politicising the OPCW meetings, it
denounced Israel’s use of banned
weapons, including white phosphorus,
in Palestine and Lebanon. The
statement, however, did not refer to

fentanyl, and neither did the Iranian
mission to the UN in New York via
Twitter the next day, nor an Iranian
press item.11 Either the accusation was
not worth mentioning in Iran’s view, or
the response amounted to typical
disinformation textbook script.

But what of the accusations? Israel’s
intervention at the annual OPCW
meeting was preceded by two
publications, one by the Combating
Terrorism Center (CTC) at Westpoint,
the US military academy in October and
the other by the Washington based
Institute for Science and International
Security (ISIS) on the first day of the
29th CSP. ISIS released a follow on
report on 17 December.

The first paper titled Tehran’s
Tactical Knockout: Weaponised
Pharmaceutical Based Agents,
appeared in the CTC Sentinel of
October 2024. It essentially draws on
US publicly expressed concerns about
Iran’s weaponised PBAs and Israel’s
threat concerns after the Hamas attack
on 7 October 2023.12 The escalating
conflict with Hezbollah fuelled fears of
tactical use of fentanyl during cross-
border incursions into north Israel
from Lebanon and Syria. In
constructing the threat, the author
mentions the attempts to acquire
medetomidine from China in the 2023
US CWC compliance report, then
moves straight to issues pertaining to
RCAs, which, as noted earlier, the
report addressed in a separate
subsection from CNS-acting agents. 

He then proceeds to describe Iran’s
history with CW starting with the 1980-
1988 war against Iraq. He cites a CIA
report alleging that Iran managed to
produced 100tonnes of mustard agent
in 1987 and might be able to double
production by the next year. This led
the agency to conclude that the CW
programme  resulted from a policy
decision, not a rogue operation. The
author dates the CIA report to 10
August 2010. Unfortunately, that is the
declassification date whereas he cites a
document the agency issued on 1 April
1988 (just two weeks after the Halabja
attack). Many assessments from that
period proved unreliable. There still are
numerous questions about Iran’s CW

programme and its use of CW during
the war.13 Still, it is quite a leap to draw
a straight line from appraisals more
than 35 years ago to the present.

Otherwise, the author quotes the
US CWC compliance reports
extensively, alongside commentaries
attributed to Israeli defence officials.
Thus, the CWC compliance concerns
shift towards threat projections and
perceptions. He also refers to the many
reports about poisoning schoolgirls in
2022 and 2023, citing ‘Iranian
journalists’ whose descriptions suggest
the use of PBAs. The one article cited
described the opposition hackers’ leak
of studies into PBAs but was cautious
in drawing clear conclusions without
being able to verify the claims. As to
the poisoning of schoolgirls, the author
wrote that ‘some have claimed [the
symptoms] as evidence that the regime
used PBAs against its own citizens ...’.14

Even as he aims to suggest motive, this
source hardly offers convincing support
for the claim.

As final angle on the threat, the
author points to a series of chemical
attacks during Syria’s civil war and
riots in Iraq, where victims displayed
symptoms that could be attributed to
PBAs. The broader point is that Iran
may be pursuing CW programmes to
transfer to proxies in Iraq, Lebanon
and Syria. It can then be envisioned
that they might be used as tactical
weapons during cross-border
incursions into Israel, similar to the
October 2023 Hamas operation.
According to the author, Israeli defence
officials reported ‘with high confidence’
that Iran has provided ICAs to proxies
in Iraq and Syria. 

The two reports by ISIS are much
more technical. They contain review
the various research activities cited in
the US compliance reports and
discussed by Crowley and Dando, and
analyse documents obtained via Iranian
hackers. While the author also draws on
the US CWC compliance reports, he
argues that Iran is violating the CWC
rather than posing an acute threat to
another country. A key argument is that
while the treaty allows for the use of
certain toxic chemicals for riot control
purposes, this is not the case for CNS-
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acting chemicals. Iran, therefore,
should declare its CNS-acting
chemicals to the OPCW and destroy
them in line with the treaty provisions.
They urge other state parties, the US in
particular, that the OPCW director
general initiates a fact-finding mission
to look into Iran’s activities.15

In conclusion
This brief, and necessarily incomplete,
review of some recent analyses of Iran’s
alleged work on PBAs, intending to
weaponise them, reveal a concern that
CWC state parties should investigate.
Even so, the argument that these
weapons, and therefore Iran and its
proxies , pose a grave danger to other
states or populations cannot be
substantiated. At least, not with the
arguments offered in CTC Sentinel.
Concerns are elevated to threats and a
review of past incidents is used to
establish Iran’s motive. Recent events
involving Israel are then advanced to
argue the plausibility of certain

scenarios. Although the author could
not have foreseen it, the implosion of
the Assad regime early in December
2024 and its ramifications for Iran and
its proxies in Lebanon and Syria
probably makes the scenarios even less
plausible for now.

The two ISIS analyses underpin the
causes for concern. The CWC foresees
ways to address compliance concerns
and, perhaps with the exception of
bilateral consultations in line with CWC
Article IX, 2, these have not yet been
fully exploited. The difficulty with
targeting Iran on the matter of CNS-
acting chemicals is twofold. 

First, the war on terror launched by
the Bush-Cheney administration has
allowed many of the US’s rivals and
adversaries to launch counterterrorism
operations of a highly dubious nature.
Counterterrorism can - and has been -
argued as a set of law enforcement
operations. The CWC has defined
neither law enforcement nor CNS-
acting chemicals. Any comparison with

domestic riot control (CWC Article II,
9(d)) and riot control agents (CWC
Article II, 7) does not hold. 

This is the loophole Russia was able
to exploit when pumping fentanyl
derivatives into the Dubrovka Theatre
in Moscow in 2002. Russia does not
accept the general purpose criterion
and argues that the prohibition applies
only to chemicals listed in one of the
three CWC schedules.16 Hence, it feels
no need to declare any CNS-acting
agents, which it has to do for RCAs it
keeps in store for counterterrorism
operations. There is no indication that
Iran thinks similarly, but in view of
elements put forward in the ISIL
reports, it cannot be excluded either.

The first step towards resolving the
matter is for the OPCW - that is, the
community of state parties - to define
or clarify CNS-acting chemicals and law
enforcement. No easy task, but it is
essential if the organisation wishes to
succeed in its aim of preventing the
(re)emergence of CW.

The drugs do work…

44 CBRNe WORLD December 2024 www.cbrneworld.com

CBRNe Convergence Europe, High Intensity CBRN, Poznan, Poland 24 - 26 June 2025   www.cbrneworld.com/events/poland25

1 Stanley, T. H. (1992), The History and Development of the Fentanyl Series. Journal of Pain and Symptom Management 7(3) (Supplement),
S3-S7. Latta, K. S., Ginsberg, B., and Barkin, R. L. (2002), Meperidine: A Critical Review. American Journal of Therapeutics 9(1), 53-57.
2 World Health Organization (2017). Carfentanil: Critical Review Report. Expert Committee on Drug Dependence, Thirty-ninth Meeting, 27.
Via Internet Archive, https://cutt.ly/HeNV3xX6.
3 Shafer, S. L. (2019), Carfentanil: a weapon of mass destruction. Canadian Journal of Anesthesia 66(4), 351-355.
4 E.g., US Department of State (2015), Compliance with the Convention on the Prohibition of the Development, Production, Stockpiling and
Use of Chemical Weapons and on Their Destruction: Condition (10)(C) Report, p. 6. 
5 US Department of State (2020), Compliance with the Convention on the Prohibition of the Development, Production, Stockpiling and Use of
Chemical Weapons and on Their Destruction: Condition (10)(C) Report, p. 8. 
6 US Department of State (2022), Compliance with the Convention on the Prohibition of the Development, Production, Stockpiling and Use of
Chemical Weapons and on Their Destruction: Condition (10)(C) Report, p. 15.
7 US Department of State (2024), Compliance with the Convention on the Prohibition of the Development, Production, Stockpiling and Use of
Chemical Weapons and on Their Destruction: Condition (10)(C) Report, subsection ‘(Iran) Development of PBA Weapons’,
https://cutt.ly/geN3hJMi. 
8 Crowley, M. and Dando, M. (2014), Down The Slippery Slope? A Study Of Contemporary Dual-Use Chemical And Life Science Research
Potentially Applicable To Incapacitating Chemical Agent Weapons. Biochemical Security 2030 Policy Paper Series, no. 8. (Bradford, Bradford
Non-Lethal Weapons Research Project), 34-38. 
9 Statement by the Delegation of the Islamic Republic of Iran at the 96th Session of the Executive Council on the Draft Decision entitled:
“Understanding Regarding the Aerosolized Use of Central Nervous System- Acting Chemicals (CNS) for Law Enforcement Purposes” , OPCW
Executive Council session 96, 9-12 March 1921, pp. 1-2.
10 Israel, Statement to the 29th Session of Conference of State Parties, 27 November 2024, Transcript from the OPCW web cast (Day 3,
afternoon), https://cutt.ly/reNVAxdX. 
11 Statement by the Delegation of the Islamic Republic of Iran At the Twenty Ninth Session of the Conference of the States Parties in Exercise
of Right of Reply to the Statement by the Delegation of Israel Regime , 27 November 2024, https://cutt.ly/XeNV9bLk. I.R.Iran Mission to UN,
NY, 28 November 2024, https://cutt.ly/0eNV3Mem. ‘Iran dismisses “unfounded” allegation of violating Chemical Weapons Convention’, Press
TV, 29 November 2024, https://cutt.ly/ZeNV922T.
12 Levitt, M. (2024), Tehran's Tactical Knockout: Weaponized Pharmaceutical-Based Agents. CTC Sentinel 17(9), 32-37,
https://cutt.ly/0eN1vkIN.
13 Zanders, J. P. (2019), Allegations of Iranian Use of Chemical Weapons in the 1980–88 Gulf War – Iran’s offensive preparations, The Trench
(19 April), https://cutt.ly/OeN8xZbI.
14 Hadjimatheou, C. (2024), Exclusive: Iran believed to be developing chemical weapons, decades after publicly giving them up, The Tortoise
(28 May), https://cutt.ly/2eN4a2jO (Available via https://web.archive.org).
15 Giveh, M. (2024), The Islamic Republic's Work on Pharmaceutical Based Agents. ISIS Report (25 November), 1-15. (Washington, DC,
Institute for Science and International Security). Giveh, M. (2024), Update on Iranian Pharmaceutical Based Agents and the OPCW. ISIS
Report (17 December), 1-4. (Washington, DC, Institute for Science and International Security). 
16 Zanders, J. P. (2018), Novichok between opinion and fact – Part 1: Deconstruction of the Russian denial, The Trench (10 April),
https://cutt.ly/EeN7e6UJ.

CBRNe December 2024 vPress:CBRNe December 2024 vPress  03/01/2025  09:48  Page 44




